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Logistics 

2

Final Presentation is on Apr 27th and Apr 29th
Criteria Percentage Expectation

Completeness 50 Have you built a tool that 
can address the problem 
you proposed in Demo 1?

Code Quality 10 Working code without 
bugs

Design Doc + Video 20 TA can independently run 
your code following the 

doc and demo video
Slides 10 Clearly communicates the 

improvement you made



Logistics 
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Final Presentation: 30% of the total grade
• 15% presentation
• 85% project metrics

Two presentation formats:
• In-class presentation: at most three students
• Presentation video (15–20 minutes)
• Each group member must present in at least one format
• If you choose both, we will use the higher score as your presentation 

score



Logistics
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We will send out a link for peer evaluation early next week
• Please submit the evaluation before May 1st

• The evaluation is anonymous 
• Any form of collusion in the evaluation will be considered cheating
• We will release scores for quiz, projects, presentations and bonus 

points in gradescope
• If you believe the final score is incorrect, you may submit a regrade 

request to review your evaluation score
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Haryadi S. Gunawi, Mingzhe Hao, Riza O. Suminto, Agung Laksono, 
Anang D. Satria, Jeffrey Adityatama, and Kurnia J. Eliazar

Why does the Cloud stop 
computing?

Lessons from hundreds of service outages



Availability is Important
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This Paper Want to Answer
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1.How many services do not reach 99% (or 99.9%) availability?

2.Do outages happen more in mature or young services?

3.What are the common root causes that plague a wide range of service 
deployments?

4.What are the common lessons that can be gained from various outages?



How to Get the Answer
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Public Reports:
• Headline news and post-mortem reports

o Providers’ transparency
o Untapped information

• Pros/cons
+ Detailed root causes
+ Detailed chain of failures
+ Downtime durations
+ Zero false positive
-- (Very) incomplete
-- (High) variance



Cloud Outage Study
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32 services

597 outages
• between 2009-2015 
• ~70% report downtimes
• ~60% report root causes
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Answer for First Question
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1.How many services do not reach 99% (or 
99.9%) availability?

On average
• 6% services do not reach 99% availability (>88 

hours)
• 78% not reach 99.9% (>8.8 hours)

Worst year
• 31% not reach 99%
• 81% ot reach 99.9%

5-nine availability?
• It’s just a dream?



Answer for the Second Question
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Root Causes
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What are the common root 
causes that plague a wide range 
of service deployments?



Interesting Root Causes
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Upgrade
• Involves multi-layers

o “a code push behaved differently in 
widespread use than it had during 
testing”

• To understand/reproduce, need full 
ecosystem



Cloud Storage

15

Human mistakes
• Rare now (vs. 10 years ago)

Config/Upgrade software bugs 
• Bugs in automation process
• Similar issues?

o But root cause origins are different



Config vs. Upgrade Research
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Conference Config
papers

Upgrade
papers

ASPLOS 0 1

ATC 6 2

DSN 8 2

EuroSys 3 2

NSDI 3 0

OSDI 4 0

SOSP 3 1

…

Total 27 8

Upgrade #1, need more research?

Paper count in last few years →

Challenges:
• Multi-layer

o Full ecosystem needed
o Multi-year?

• Reproducible bugs from industry 
(benchmarks)?



Interesting Root Causes
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Bugs
• What types of bugs lead to outages? Why 

are not masked?
• (pls. see paper)
• “Cascading” bugs



Case 1 
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“DynamoDB Storage servers query the 
metadata service for their membership”

“But, on Sunday morning, the metadata 
service responses exceeded the retrieval 
time allowed by storage servers [busy 
timeout]”

“As a result, the storage servers were unable 
to obtain their membership data, and 
removed themselves from taking requests”

Storage servers

Metadata service

Busy

Timeout

Remove
self



Case 2
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EBS storage servers

Data collection servers

• “Each EBS storage server contacts data 
collection servers and reports information that 
is used for fleet maintenance”

• “data collection servers … had a failure”

• “this inability to contact a data collection server 
triggered a latent memory leak bug in the 
storage servers …

• “EBS servers continued trying in a way that 
slowly consumed system memory”

Failure

Memory
leak
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Where Is the Single Point of Failure?
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Redundancies, 
redundancies, 
redundancies!

Yes, we 
did that

So, why do 
outages still 

happen?



Failure Recovery Chain
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Failure
Detection

Failover Backups



Failure Recovery Chain
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Incomplete
Failure

Detection

Failover 
that 
Fails

Backups that 
also 
Fail



Imperfect Failure Recovery Chain
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Incomplete
Failure

Detection

Failover that 
Fails

Backups that 
also Fail

Incomplete error/failure detection
• Undetected (specific type of) memory leaks
• Load spikes of authentication requests
• “an unexpected hardware behavior”



Failure Recovery Chain
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Incomplete
Failure

Detection

Failover that 
Fails

Backups that 
also Fail

Failover/recovery that fails
• Bad PLC fails to activate backup power generators
• Failed network switch failover
• DC failover fails due to cold cache problems 
• Recovery/re-mirroring storm



Failure Recovery Chain
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Incomplete
Failure

Detection

Failover that 
Fails

Backups that 
also Fail

Multiple failures!
• Double failures of power, network, storage or server 

components
• Diverse failures: network+server;  storage+fibre cut

Cascading bugs …
• … that caused many/all redundancies to fail
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HowtoFight Production Incidents?
An Empirical Studyon a Large-scaleCloud

Service

Supriyo Ghosh, Manish Shetty, Chetan Bansal, Suman Nath

Microsoft



Cloud Service Incidents Are Inevitable and Costly
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Questions
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Service Reliability 

(Public/Sovereign Cloud)

Detection & 
Monitoring

Diagnosis & 
Root Causing

Mitigation & 
Post Analysis

…

Root Cause 
Categories

Mitigation 
Categories

Questions We Aim to Address

1. Why the incidents occurred and how they were resolved?

2. What the gaps were in current processes which caused delayed response?

3. What automation could help make the services resilient?

Detection 
Failures

Mitigation 
Failures

Mitigation 
Automations

Lessons Learnt 
by OCEs



Methodology
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ICM
• Incident Management tool (IcM) has plethora of rich 

information for recent high severity production 
incidents.

• Post-mortem reports contain useful structured and 
unstructured information regarding root cause and 
mitigation.

Microsoft IcM production incident records

Incident Details Postmortems
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Microsoft Teams production incident records

❑ Incidents from one year period (05/15/2021 to 05/15/2022)

❑ Microsoft Teams service

152 incident cases

Root Cause

Mitigation

Detection

Methodology

❑ a feature-blocker or outage incident (high severity)

❑ incident has been resolved/mitigated

❑ contains detailed root cause information

❑ postmortem contains mitigation and discussion



Categorization Strategy

32

❑ Dataset split: taxonomy (60 incidents); validation (30 
incidents); test set (62 incidents)

❑ For each of the 6 dimensions

❑ Populate summarized text from incident summary and 
post-mortem reports.

❑ Individually labels categories on taxonomy set

❑ Identify common taxonomy via discussion

❑ Individually labels categories on validation set.

❑ Finalize taxonomy set via discussion

Root causes

Mitigation steps 

Detection failures 

Mitigation failures 

Lessons learnt by OCEs 

Automation opportunities



Categorization Strategy
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❑ Dataset split: taxonomy (60 incidents); validation (30 
incidents); test set (62 incidents)

❑ For each of the 6 dimensions

❑ Populate summarized text from incident summary and 
post-mortem reports.

❑ Individually labels categories on taxonomy set

❑ Identify common taxonomy via discussion

❑ Individually labels categories on validation set.

❑ Finalize taxonomy set via discussion

❑ Individually labels categories on test data set

❑ Use Kohen’s kappa to compute inter-annotator 
agreement scores (1 is optimal).

Root causes (0.94)

Mitigation steps (0.95)

Detection failures (0.88)

Mitigation failures (0.94)

Lessons learnt by OCEs (0.94)

Automation opportunities (0.98)



Insight from Root Causes

34

Observation: Majority of incidents (60%) were caused due to non-code/non-config related 

issues in infrastructure, deployment, and service dependencies.

Implication: Effective techniques need to developed for reliable infra management and safe

deployment.



TTD and TTM for Different Root Causes
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Y-axis shows the normalized time, with the median of time to detect or 

mitigate of all incidents as 1.

Observation: The time to detect and

mitigate code bugs and dependency failures 

is significantly higher than other root 

causes.

Implication: We need better 

observability tool across partner 

services for better coverages.



Insight from Mitigation Steps
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Observation: Among the 40% incidents that were caused by code/configuration bugs, nearly 80% of 

incidents were mitigated without a code or configuration fix.

Implication: We need more effective automation such as auto scaling and auto traffic failover 

that can mitigate 40% of code/config bugs.



TTD and TTM for Different Mitigation Steps
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Observation: 30% of the mitigation 

delay is caused due to manual 

mitigation steps

Implication: We need automation

tools to reduce human involvement.



Insight from Detection Failures
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TTD for different detection failures

Observation: ≈17% of incidents either lacked monitors or telemetry coverage. 10% incidents were 

not detected due to bugs, e.g., high threshold, buggy feature, wrong configuration, etc.

Implication: New watchdogs need be setup with dynamic thresholding mechanism.



Insights from Mitigation Failures
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Observation: While 7% mitigation delays are due to complex root causes, 27% of incidents had 

mitigation delays due to manual efforts, external dependency and deployment issues.

TTM for different mitigation failures

Implication: Reducing human intervention through automation can significantly reduce 

mitigation delay.



Insights from Automation Suggestions By OCEs
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Observation: Improving testing was a popular choice for automation opportunities, over monitoring.

Implication: We need to reduce incidents by identifying issues before they reach production

services through automated testing.



Insights from Lessons Learnt By OCEs
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Observation: While improving monitoring/testing accounts for majority of the lessons learnt, a

significant ≈20% feedback indicated problems with existing documentations.

Implication: We need better documentations, training, and practices for better incident

management and service resiliency.
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